
About This Project

 

The Syria Digital Security Project seeks 

to improve the online safety and 

security of the Syrian people, and to 

enhance the free flow of information 

in Syria. To this end, it provides 

information, analysis, tools and 

resources dedicated to enhancing 

digital safety and openness in Syria. 

The project is administered by The 

SecDev Foundation, a Canadian  

not-for-profit organization,  

with funding from granting  

bodies in North America.

 

About The SecDev Foundation 

The SecDev Foundation is a  

not-for-profit organization that 

seeks to broaden global public 

awareness and understanding in 

three core programme areas: cyber 

empowerment; the sources of security 

and resilience; and armed violence 

prevention and reduction. The SecDev 

Foundation supports local partners, 

research and advocacy in regions 

at risk from fragility, violence and 

underdevelopment in Asia, Africa, 

Eurasia, the Middle East  

and Latin America.
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FLASH NOTE: SYRIA
SYRIAN ELECTRONIC ARMY GOES ON THE OFFENSIVE,  
INTENSIFIES TARGETING OF OPPOSITION FACEBOOK PAGES
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As the Assad regime intensifies attacks on opposition-held areas, the pro-

regime hacking group Syrian Electronic Army (SEA) has escalated its attacks on 

opposition social media sites. In the past 72 hours, the SEA appears to have 

launched eleven separate attacks on opposition Facebook pages, a dramatic 

increase over previous efforts.

In the absence of an international media presence, Syrian activists have 

leveraged Facebook and YouTube to share conflict information with the world.

In recent weeks, a number of Facebook accounts that belong to anti-Assad 

figures were closed down by Facebook. Media reports quoting Syrian 

activists indicate that these accounts were the target of a concerted “complaint 

campaign” by regime supporters who flooded Facebook with complaints about 

each page, requesting that it be taken down. While this tactic is regularly used 

by both parties in the conflict, recent efforts have been more targeted, focusing 

on prominent anti-regime figures including Firas Talas, Iyad Shurbaji and Akad 

Al Jabel.1

 

1 Al Arabiya. 23 May 2013. “Facebook pages belonging to Syrian opposition deactivated,” 
on Al Arabiya, http://english.alarabiya.net/en/News/middle-east/2013/05/23/Facebook-
pages-belonging-to-Syrian-opposition-deactivated.html

FIGURE 1: Instructions from the Syrian Electronic Army’s Facebook page detailing how 

to report opposition Facebook pages
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SecDev monitoring of SEA activity indicates that the group has launched eleven 

campaigns over the past 72 hours targeting opposition Facebook pages. At 

the time of reporting, all eleven pages remain functional, though their closure 

could occur at any time. 

The targeted pages correlate strikingly with locations currently under intense 

regime attack. Two of the pages are based in Al Qusayr, west of Homs, which 

has been the scene of intense fighting between opposition rebel groups and 

regime-affiliated elements of the Lebanese group Hezbollah.2 The principal 

function of these two pages (Al Qusayr Lense and the Local Coordination 

Committee of Al Qusayr) is reporting on the unfolding conflict. While Al 

Qusayr is currently the most prominent conflict zone, pages from other conflict 

zones are also being targeted, including: 

• Two other Homs-based news pages (Syrian Orient Channel and Homs 

Revolution News);

• The Local Coordination Committee page in Al Waar (Homs City);

• The Local Coordination Committee page in Erbine (Rural Damascus 

Governorate); and,

• A conflict news page in Yabroud (Rural Damascus Governorate).

Two other pages are less area-specific, but post conflict news as one of their 

primary functions.3 

Taken together, the targeting of these seven pages indicates that the SEA is 

focusing its efforts on eliminating news reporting sites in the most active conflict 

areas, attempting to silence the few remaining sources of information available 

to outside observers. 

2 Daily News. 27 May 2013. “Syria fighting rages on as more chemical attacks reported,” on 
Daily News, http://www.nydailynews.com/news/world/syria-fighting-rages-chemical-attacks-
reported-article-1.1355626
3 In addition to reporting news, these two sites (Words of the Revolution and Syrian Youth of the 
Revolution) are comparatively more political than the LCC sites in Al Waar, Erbine and Yabroud. 
The SEA is also continuing to target its traditional adversaries: the Chinese Army for Crushing 
Shabiha Facebook Pages and the YouTube Chinese Army. Both pages are administered by the 
same group and each targets SEA and other pro-regime pages on Facebook and YouTube. 

http://www.nydailynews.com/news/world/syria-fighting-rages-chemical-attacks-reported-article-1.1355626
http://www.nydailynews.com/news/world/syria-fighting-rages-chemical-attacks-reported-article-1.1355626
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ABOUT THE SYRIAN ELECTRONIC ARMY

 

The Syrian Electronic Army4 is a pro-regime group created in early 2011 to fight 

a cyber war on behalf of the Syrian regime. The group claims to be independent 

from the regime but recent reports allege that the group is sponsored by Syrian 

businessman Rami Makhlouf, a cousin of Syrian President Bashar Al Assad.5 

The SEA frequently targets the websites and social media accounts of Western 

and Arab news sources. In the past few months, SEA hacked the websites of the 

League of Arab States and Saudi Ministry of Defence, and the Twitter accounts 

of Reuters, the Associated Press, the Daily Telegraph, and the Onion. According 

to their website, the SEA aims to “counter the media and information war waged 

against Syria.” As reported above, the SEA has fought to discredit anti-regime 

YouTube channels and Facebook groups. 

The SEA has also reportedly engaged in malware attacks against Syrian activists 

and frequently urges its supporters to post to the Facebook pages of prominent 

Western politicians, including former Alaska Governor Sarah Palin and 

Lieutenant Governor of California Gavin Newsom.6 The SEA provides talking 

points for its supporters to post on these pages, including, for example “Groups 

of Al-Qaeda-affiliated Jabhat Al-Nusra are perpetuating suicide bombings in 

Syria in order to implement fear in the ranks of the safe Syrian population.”7

4 https://www.facebook.com/SEA.P.207
5 Orient TV News. 30 April 2013. “SEA: Assad’s virtual army,” [trans. from Arabic] on Orient TV 
News, https://orient-news.net/index.php?page=news_show&id=3346
6 https://www.facebook.com/GavinNewsom, https://www.facebook.com/sarahpalin 
7 http://tinyurl.com/kfy8ju3

Al Qusair Lens https://www.facebook.com/Alqouserlens

The Chinese Army for Crushing Shabiha Facebook Pages https://www.facebook.com/the.chinese.crushers

Local Coordination Committee in Al Qusair https://www.facebook.com/QusairRevolution

Local Coordination Committee in Erbine https://www.facebook.com/erbinrevo

Aljazeera Al Yabroudiya https://www.facebook.com/aljazeer.alyabroudia

Local Coordination Committee in Al Waar https://www.facebook.com/Waar.Revolution.Window

Words of the Revolution https://www.facebook.com/Words.Revo

YouTube Chinese Army https://www.facebook.com/YouTubeChineseArmy

Syrian Youth of the Revolution https://www.facebook.com/damas.rev.youth

Syrian Orient Channel https://www.facebook.com/Kamera.shbab.Homs

Homs Revolution News https://www.facebook.com/RevoInHoms

ANNEX 1: GROUPS TARGETED BY THE SYRIAN ELECTRONIC ARMY, 1 TO 3 JUNE 2013
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