
On 18 July 2015, Islamic State (ISIS) authorities issued strict 

limitations on the use of satellite internet in Raqqa, Syria. It signals 

yet another move in ISIS’ efforts to control its information space.

SalamaTech has tracked the digital war in Syria since 2012, including attempts by all parties 

to control and manipulate the Syrian information space. Here is what SalamaTech knows 

about ISIS’ latest gambit.

What is the Islamic State trying to do?

On 18 July 2015, the Islamic State Bureau of Public Security for Wilayat al Raqqa issued hand-

printed notices in Raqqa, Syria1.  Photos of the notice, detailing new restrictions on internet 

access, have circulated widely on social media. According to SalamaTech field sources in Deir 

Ezzor, similar notices have also reportedly been distributed in ISIS strongholds across the 

governorate.

ISIS Steps Up Information Control in Raqqa and Deir Ezzor

Since 2012 SalamaTech has 
helped millions of Syrian non-
violent citizens to stay safe 
online and use social media to 
make their voices heard. We 
provide customized, easy-to-
use security and social media 
guidance, tools, training and 
resources, and ongoing online 
support. We provide emergency 
technical support to Syrians who 
have been arrested, or had their 
accounts hacked or disabled. 
Our network of Information 
Freedom Champions provide in 
situ trainings to Syrians trapped 
inside Syria. Our cyber-security 
experts help build the capacity 
of emerging Syrian civil society 
organizations through digital safety 
audits and real-time remediation. 
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1 SalamaTech field-based sources and social media accounts.
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Why this Matters: Understanding the internet 
access economy in ISIS-occupied Raqqa and Deir 
Ezzor

The internet access economy in Raqqa and Deir Ezzor is uniquely 

concentrated on so-called “satellite internet shops.” This highly 

concentrated market provides ISIS with a clear path to controlling 

Raqqa’s and Deir Ezzor’s access to the outside world. 

Since the Assad regime’s destruction of northern Syria’s radio-

based internet infrastructure in March 2014, satellite internet 

connections have been the only means of accessing the internet in 

Raqqa. Presented with an easy profit source in the midst of a war 

economy, owners of satellite internet connections began selling 

access to their connections. This service has generally taken two 

forms, echoing the restrictions mentioned in the ISIS order:

1. Sale of internet access within a shop or cafe. Users purchase 

access to the shop’s wireless signal, often by the minute.

1. “Remove all WiFi signal boosters 
in internet shops and privately 
owned WiFi routers, even those 
belonging to Islamic State 
soldiers.”

“2. Come to the reception office 
located in the park opposite to 
the municipal stadium.” 

According to the notice, “the 
deadline for removal and 
attendance at the office is four 
days from the date of this notice. 
Violators will be prosecuted.”

The order distributed in Raqqa, shown at left, indicates 
that “satellite internet shops” are obliged to:

The order officially came into effect on 22 July 2015.

2. Sale of internet access to locations in the areas around shops, 

usually by means of a signal booster that extends the range of 

a WiFi signal. 

According to anonymous sources in Raqqa, there are as many as 

5,000 shop-based WiFi access points in the city as of July 2015. 

Internet access in any other form is almost non-existent – sources 

report that as much as 90 percent of all internet traffic from Raqqa 

depends on these shop access points. This high concentration 

of connectivity provides a prime opportunity for ISIS control of 

Raqqa’s connection to the outside world.

How will ISIS enforce the internet ban?

Early reports from Raqqa suggest that ISIS is already refining their 

enforcement of this order. The Twitter account of Raqqa is Being 

Silently Slaughtered (RBSS), an activist group that reports on ISIS 

activity in Raqqa, reports the following enforcement measures:

http://www.ibtimes.com/isis-militants-target-high-speed-internet-cafes-raqqa-stronghold-1745382
https://twitter.com/Raqqa_Sl
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1. Internet users cannot browse in front of internet cafes, all 

browsing must be done inside the cafe.

2. If the shop owner decides to accept women, he has to provide 

a separate space for them.

3. The identity of all those connected via the satellite connection 

has to be recorded, including their personal identity 

information and the phone numbers they are calling.

4. The number of people connected to the network has to be 

equal to the number of people inside the shop.

5. It is forbidden to setup any router or booster outside of 

internet cafes.

6. If the internet cafe owner decides to close the business, he has 

to report to the Islamic State security office and explain the 

reasons for closing the business.

Although these measures do not appear to be enforced uniformly, 

on 4 August 2015, RBSS reported that four people were 

imprisoned in a cage in the downtown core of Raqqa City because 

they did not adhere to the WiFi ban. According to an anonymous 

source from Deir Ezzor, the ban has also reportedly been enforced 

in the city of BouKamal, and ISIS fighters physically removed the 

WiFi booster of one of the neighbourhood’s internet cafes.

Why is ISIS restricting internet access?

There are a number of plausible reasons why ISIS has imposed 

these new controls over internet access points: 

1. To better control their own fighters’ use of internet and 

messaging. This is likely in response to recent cases of ISIS 

fighters being geo-located and killed based on their internet 

activity, and ISIS’ larger strategy to exercise control over 

information (see below);

2. To catalogue all satellite connections and identify satellite 

connections not associated with for-profit shops. These 

connections could be owned by private individuals who could 

be activists or spies;

3. To intimidate and silence activists (or ordinary citizens) 

opposed to their rule, and prevent the circulation of 

unfavourable news or images to the outside world.

It is important to understand the new restrictions as part of a 

broader campaign to organize and control information in the 

self-proclaimed Islamic Caliphate. There are indications that ISIS 

leadership is taking greater interest in shaping the information 

environment, preventing its fighters from releasing sensitive 

information or harming the organization’s public persona. ISIS 

leadership has issued guidelines to its fighting force on how 

to avoid exposing information on social media that would help 

foreign intelligence agencies. Al-Baghdadi, the leader of ISIS, has 

also placed new restrictions on execution footage released by ISIS-

aligned media outlets, requiring them not to show the moment a 

victim is beheaded – only the moments before and after. These 

and other recent moves by ISIS leadership suggest that they are 

more sensitive than ever to the risks of uncontrolled internet 

activity. The ban on internet access in Raqqa and Deir Ezzor is a 

more practical, less abstract example of ISIS’ efforts to control the 

information environment. 

Control of the information space helps ISIS to more closely 

manage how the outside world perceives its competence in 

governance by blunting criticism and preventing reports of poor 

living conditions in the group’s territory. Equally important is 

that it allows ISIS to better control information coming into its 

strongholds. The group recognizes the potential impact of outside 

news reports, psychological operations and information seepage 

into its territory. As indirect beneficiaries of the so-called Arab 

Spring, ISIS leadership is acutely aware of the massive disruptive 

potential of a permissive information environment.

What does this mean for non-violent Syrian 
actors?

If ISIS does somehow manage to sustain its efforts to police 

internet access, it will significantly limit the already debilitated 

ability of activists, civil society actors and citizen journalists 

to communicate with the world and provide evidence of ISIS 

atrocities. This limitation is not a novel one. For over four years, 

Syrian activists have been operating under increasingly hostile 

Tweet extracted from @Raqqa_SL account, Syria

https://twitter.com/Raqqa_Sl/status/623612561276149760
https://twitter.com/Raqqa_Sl/status/623612561276149760
https://twitter.com/Raqqa_Sl/status/623612672714608643
https://twitter.com/Raqqa_Sl/status/623612700896141313
https://twitter.com/Raqqa_Sl/status/623612872338329600
https://twitter.com/Raqqa_Sl/status/623612980421390340
https://twitter.com/Raqqa_Sl/status/628618802851381248
http://carnegie-mec.org/2015/06/29/islamic-state-s-strategy-lasting-and-expanding/ib5x
http://www.ibtimes.co.in/isis-releases-training-guide-how-tweet-safely-without-giving-out-your-location-nsa-611734
http://www.csmonitor.com/World/Global-News/2015/0721/No-more-gory-beheading-videos-Why-ISIS-has-banned-execution-videos
http://www.nydailynews.com/news/world/freedom-airdrop-isis-territory-article-1.2297443
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circumstances while they attempt to report the mass violations 

they have been witnessing on a daily basis. Syrian activists have 

faced harsh crackdown measures, torture and death by not only 

the Assad regime but, more recently, ISIS as well.

Field sources and news reports from Raqqa and Deir Ezzor 

confirm that ISIS is extremely intolerant of activists who use their 

smartphones to document ISIS atrocities in their communities, 

and subsequently use the internet to channel documentation and 

evidence to interlocutors in the outside world. Restricting access to 

internet is one way ISIS hopes to stamp out dissent. An anonymous 

source from Deir Ezzor estimates that 80% of activists who were 

executed by ISIS were detained because of incriminating evidence 

found on their smartphones. Similarly, in Raqqa several reports 

indicate that activists are being executed based on allegations that 

they are conspiring with Western entities and spying on ISIS – the 

internet being the main medium through which information is 

channelled. 

The non-violent activists of Raqqa, Deir Ezzor – and Syria more 

broadly – already struggle to be heard by the increasingly 

deafened international community. As ISIS and the Syrian regime 

escalate their measures to control Syria’s information space, it is 

those crucial Syrian voices that resist violence, call for peace and 

document war crimes that will be ever more silenced. 

The tweet explains how it is forbidden to browse outside an internet 
café; browsing must be done inside the café.

Salamatech is a project of The SecDev Foundation

The SecDev Foundation is a Canadian-based think-do tank that works at the cross-roads of security, development 

and new technology. The SecDev Foundation believes that information can change the world. We see that new 

technologies can empower people out of conflict, insecurity and oppression. Our mission is to understand how; 

our goal is to help that change happen.

The secdev foundation

If an internet cafe owner decides to close his store,
 he needs to report it and explain the reasons why.

http://www.all4syria.info/Archive/230279
http://en.salamatech.org
http://new.secdev-foundation.org

